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Role Title Cyber & Privacy Analyst
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Department ICT/Solutions
Reports To Cyber Security & Privacy Manager

Date 27/07/2026

1 Role Summary
P1 The Cyber & Privacy Analyst is an entry-level role within the ICT/Solutions team at
TQ/PPQ, providing operational support across cyber security, privacy and information
governance activities while developing knowledge and practical experience.

P2 Reporting to the Cyber Security & Privacy Manager, the role supports the delivery and
day-to-day application of cyber security, privacy and information governance frameworks,
policies and controls across the organisation.

P3 The role supports operational assurance activity through monitoring, evidence
gathering, control checks and policy adherence reviews in support of certifications, legal
obligations and recognised frameworks including ISO 27001, Cyber Essentials and data
protection requirements.

P4 The role provides support for audits, assurance reviews, risk assessments and
remediation tracking, helping to gather evidence, maintain records and follow through agreed
actions with guidance from more senior colleagues.

P5 The role also supports awareness, incident handling, reporting and continuous
improvement activities to help embed good practice and consistent policy compliance across
the business.

2 Role Responsibilities
P1 The responsibilities of this role include:
· Support the maintenance and ongoing application of cyber security, privacy and

information governance policies, standards and procedures.
· Carry out monitoring, control checks, evidence gathering and policy adherence reviews to

support operational assurance activity.
· Support internal and external audits, certification activity and customer assurance

processes by preparing evidence, maintaining records and tracking actions.
· Assist with risk assessments, DPIAs, control reviews and compliance checks,

documenting findings and supporting follow-up actions under guidance.
· Support incident and breach processes through logging, evidence collection,

documentation, action tracking and reporting.
· Support the monitoring of compliance with agreed controls, standards and policy

requirements, escalating issues and exceptions where appropriate.
· Work with IT, legal, HR, operational teams and suppliers to gather information, coordinate

responses and support the consistent application of controls.
· Help deliver training, awareness and guidance materials that support good cyber security

and privacy practice across the organisation.
· Assist with the preparation of accurate operational reporting on assurance activity, audit

findings, incidents, actions and compliance status for management review.

P2 Typical decisions made by the jobholder:
· Recognising when issues, incidents, control gaps or policy exceptions should be

escalated and ensuring appropriate evidence and records are maintained.
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· Making routine day-to-day judgements on the completeness of records, evidence and
action tracking in line with agreed procedures and with support where needed.

3 Qualities and Skills Required

3.1 Essential

P1 The essential qualities and skills required include:
· An interest in cyber security, privacy, information governance or compliance, with a

willingness to learn and develop in the role.
· Some awareness of cyber security, data protection or information governance principles,

whether gained through study, training or previous work experience.
· Ability to understand and follow policies, procedures and guidance accurately and

consistently.
· Good attention to detail and the ability to gather, organise and maintain accurate

information and records.
· A structured and methodical approach to tasks, with the ability to work to agreed

processes and deadlines.
· Strong organisational skills and the ability to keep records, evidence and actions up to

date.
· Willingness to learn how to apply requirements and guidance in a practical and consistent

way.
· Good written and verbal communication skills, with the ability to work positively with

colleagues across the business.
· Confidence using standard Microsoft Office tools and maintaining information in a clear

and organised way.
· Self-motivation, reliability and a willingness to learn from feedback and guidance.
· Ability to handle sensitive information with confidentiality, care and professionalism.

3.2 Desirable

P1 The desirable qualities and skills required include:
· Relevant study, training or certification in cyber security, data protection, privacy,

business administration or a related area.
· Some exposure to audit, compliance, governance, information security or privacy

activities through work, education or placement experience.
· Awareness of standards or frameworks such as ISO 27001, Cyber Essentials or UK data

protection requirements.
· Experience of working in a structured, process-led environment or supporting

administrative, audit or compliance-related tasks.
· An interest in developing a career in cyber security, privacy, governance or assurance.
· Experience of working collaboratively with others and taking a careful, organised

approach to tasks.

4 Additional Information
P1 TerraQuest is an equal opportunity employer and is committed to creating a diverse
and inclusive workplace where all employees are valued and respected. 

P2 This description reflects the core activities of the role but is not intended to be all-
inclusive. Other duties within the group/department may be required in addition to changes in
the emphasis of duties as required occasionally. There is a requirement for the post holder to
recognise this and adopt a flexible approach to work. Job descriptions will be reviewed
regularly and where necessary revised in accordance with organisational needs. Any major
changes will be discussed with the post holder.

P3 Further additional information that may help understand the role being described:
· Support the operational delivery of cyber security, privacy and information governance

frameworks by helping to maintain controls, records and assurance activities.
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· Work with colleagues across IT, projects and the wider business to support the practical
application of agreed policies, controls and procedures.

· Carry out or support risk assessments, privacy reviews, control checks and assurance
activities, maintaining relevant evidence and action registers.

· Support incident and breach handling through documentation, evidence collection, follow-
up actions and reporting.

· Assist with supplier, customer and internal assurance requests by gathering information
and coordinating responses.

· Review audit, assurance and monitoring outputs to help identify actions, track remediation
and improve control effectiveness over time.

· Support ongoing monitoring activities such as access reviews, control checks, compliance
tracking and records maintenance.

· Prepare and maintain evidence packs, logs and supporting documentation for audits,
certifications, customer assurance and wider compliance activity.

· Support awareness and training activity to help build strong cyber security and privacy
practices across the organisation.

· Maintain awareness of internal and external requirements affecting cyber security,
privacy, audit and assurance activity, and reflect these in day-to-day work.


